Active Directory Notes
Third Party Setup
1. Internal Domain
Don’t need any third party for the internal domain. But we need provide a domain account for syncing the users and members.
2. External/Remote Domain
[bookmark: _GoBack]We need setup an Active Directory Service site in the Remote Domain.
a. Get the latest zip file for the Service site: Released_ActiveDirectory.zip
b. Install the Service site on a Server in the Remote Domain. 
App Pool Settings: .NET 4.0, Network Service.
c. [image: ]Configure the Active Directory Account information in web.config:

d. Configure the Web Service authentication information in 
~/App_Data/IocConfig/WebServices.ioc:
[image: ]
IP Range
Primary- 										DR-
173.203.21.69									209.61.148.241
173.203.21.72									209.61.148.242
173.203.21.73									209.61.148.243
173.203.21.74									209.61.148.244
173.203.21.76									209.61.148.247
173.203.35.193								209.61.148.248
173.203.35.194								209.61.148.251
173.203.35.195								209.61.148.252
173.203.35.202								209.61.148.253
173.203.35.203								209.61.148.254
Regex Version							Regex Version:
^173\.203\.21\.(69|7[0-6])$						^209\.61\.148\.(2(4[1-9]|5[0-4]))$
^173\.203\.35\.(1(9[3-9])|2(0[0-3]))$

image1.png
2 <1-- IP Protect] ular Expression for Web Service (Which will be invoked by Windows Service), you can comment this setting to ignore the IP Protection -->

2 ot oy P e ST e (o133 (L2, \ 0\ 2)5] 192\ A0 ot 1\ ([1-9]|Looo] Foo01 210100 |2To-s][o-0] | 25[0-41)5 I hov. 2o\ [2-371-
[-41))$|~(74\. 212\ 151\ (16[1-9][1[7-8][6-9] | 190))$ | ~(38\.106\. [45]\. ([1-9] | [1-9][0-9] | 1[e-0] [@-9] |2[e-4][0-9] |25[0-2]))$"/>

2 <i-- active Directory options start--»

27 <add key="ADConnectOptions. LdapPath” value 7
2 <add key="ADConnect0ptions.UserName” valu

29 <add key="ADConnect0ptions.Password" valu

3 <add key="ADConnect0ptions. loadByLdapPath” value='

E <add key="ADConnect0ptions.DefaultOrganizationalunitpath” value="" />
32 <add_key="ADConnect0ptions.OtherAccessableDomainList” valu

33 T Active Directory Options End-—>
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El<objects xmlns:

ttp: //wew. springframework. net

">

biect id="weh: thenticationprovider” &
<property nam ‘ADWebServics
<property nam adnin”/>

<Jobjects

‘Vision.Cms.ActiveDirectory.WebServiceAuthenticationProvider, Vision. Cns. ActiveDirectory” scope="application”>




